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ABSTRACT

Progress in software engineering requires (1) more empirical studies of quality, (2) increased focus on
synthesizing evidence, (3) more theories to be built and tested, and (4) the validity of the experiment

is directly related with the level of confidence in the process of experimental investigation. This paper

presents the results of a qualitative and quantitative classification of the threats to the validity of software
engineering experiments comprising a total of 92 articles published in the period 2001-2015, dealing
with software testing of Web applications. Our results show that 29.4% of the analyzed articles do not
mention any threats to validity, 44.2% do it briefly, and 14% do it judiciously; that leaves a question:
these studies have scientific value?
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INTRODUCTION

According to Moran (1995), the fear of a nuclear catastrophe and the incapacity to survive it,
prompted scientists to create a non-hierarchical access structure that was implemented in universities,
a network designed for military use, the Internet. Since then the network has been used for all kinds
of research and business.

Mendes (2006) reports that the importance of the Internet for businesses is incontestable.
Companies wishing to expand their business must be on the Web, and the Web site is the digital
interface of the organization.

According to McGraw (2006) vulnerabilities found in Web applications place applications, and
consequently, companies that use them, at risk and can lead to leakage of inside information, which
may result in impairment of the business model and cause great economic impact.

A 2003 study conducted by the Business Internet Group San Francisco (BIG-SF) (2003) reported
that about 70% of the sites and Web applications contain defects. In addition to financial costs, defects
in web applications result in loss of credibility.

As a solution to the question of flaws in Web applications, studies indicate that we should
increase the amount of testing in order to improve its quality. This is a difficult task, as pointed out
by Dogan et al. (2014), since the heterogeneity of Web applications make them prone to errors and
difficult to test. Its heterogeneity comes from the different languages used for developing applications
that must work together and in harmony, and its client/server architecture with (asynchronous) HTTP
request/response calls to synchronize the application state.

Liet al. (2014) shows that software testing has been widely used in order to ensure the technical
quality of the various artifacts of a software project. In fact, software testing is a critical part of all
high quality software production process and manufacturers devote approximately 40% of their time
on testing to ensure the quality of the produced application.

However, contrary to the preconceived notion that software testing is used to demonstrate the
absence of errors, the test is the process of finding as many errors as possible in order to improve
software quality. This is due to the fact that demonstrate the absence of errors in the software requires
testing all possible permutations for a given set of inputs which is obviously, for any non-trivial
system, technologically and economically infeasible.

The quality assurance of Web applications, based on software testing, demands a large research
effort in order to find efficient methods in terms of cost for different aspects of testing (Engstrom,
2013). Examples include the selection of test cases based on code and specification changes, the
evaluation of selection techniques, the change impact analysis and regression testing for different
applications. But, the application of methods and effective techniques in software testing requires the
execution of empirical studies and that these studies report valid results.

The focus of this article is not on software testing, but the threats to the validity of the empirical
studies used to establish the processes and methods created to implement such tests. The goal of this
research is to map the threats (quantitative and qualitative) to the validity of empirical studies based
on the relevant types of Web testing environment, over the period 2001-2015, and find out if these
papers have the necessary empirical rigor to have scientific value.

Section 1 describes and classifies threats to validity of empirical studies and theoretical basis
which exists behind the systematic literature reviews. Section 2, describes our research method.
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Section 3 shows the research questions. Section 4 is devoted to threats to validity that our study
is subject. Finally, the conclusions show the qualitative and quantitative results of this systematic
literature mapping.

CONCEPTUAL FRAMEWORK

Man prefers to believe what
he prefers to be true.

(Francis Bacon)

Empirical Studies in Software Engineering

According to Zelkowitz et al. (1998), software engineering experiments do not have yet the
maturity observed in other fields of science, because many papers do not follow a specific methodology
and do not use appropriate validation techniques.

Experimental Software Engineering (ESE) aims to leverage the scientific method in this area.
According to Boehm et al. (2005), is attributed to Victor R. Basili the first experiments to increase
the rigor of research in software engineering and the creation of tools to enhance the quality of work,
generating reliable evidence.

According to Miller (2000), the reliability of the evidence depends on the type of study carried
out and also the quality with which their findings are replicated, because hardly the results of a single
experiment are reliable. For a reliable conclusion to be achieved, the combination of the results of
several experiments, with common variables, linked to the same hypothesis is required (replication).
Among the reasons that bring into question the reliability of the evidence of the studies are: the flaws
in the formulation of hypotheses, the error in study design and the error in the execution of the study.

An experimental study is an action carried out with the purpose of revealing something
unknown or to prove a hypothesis. The researcher defines the data collection procedure, the data
analysis technique and the meaning of the results (Basili et al., 1999). All experimental study should
describe its goals, its method, results and conclusions. The research method establishes the accuracy
of techniques and procedures adopted and the validity of evidence obtained from the study. The
results, other than themselves, discuss threats to validity, limitations of the method used and the
study variables. The conclusion confirms if the hypothesis described in the objective is confirmed or
rejected and points future implications.

The main characteristics of an experimental study are: hypothesis, population, treatment,
applicator and variables. Hypothesis - is the proposition, theory or assumption which can explain a
certain behavior, regardless of the fact that it is confirmed or rejected and is free of human intention.
Population - the concept of population in accordance with the findings of Juristo et al. (2001), for
software engineering, it is an experimental study which is divided into people, products, problems
and processes.

Usually empirical studies are made on a sample of the population (units). A single experiment
is constituted of applying a combination of operations / treatments to a unit of study. Treatment is the
action to be applied to an object of experimental study. It is specified as a set of controlled variables
according to the experimental design (factors). To this end, it is observed levels on the variation. These
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levels are the possible values of a factor during the study. Treatment defines the factors and levels to
be applied to an element of the sample population. Variables - controlled features and measures in an
experimental study.

Threats to the validity of empirical studies

Perry et al. (2000) defines threats to the validity of an empirical study as the influences that may
limit our ability to interpret and draw conclusions from the study data.

According Wohlin et al. (2012), a fundamental question regarding the results of an experiment
is how valid they are. The validity of results should be taken into account in the study design phase,
because this issue can greatly influence the validity of the result of the study. The samples to be used
in the study are drawn from a population of interest, and that its outcome is appropriate they have to be
valid for this population. Subsequently, the study results can be generalized to a broader population.

According to Campbell and Stanley (1963) and Cook and Campbell (1979), there are four types
of threats to the validity of an experiment:

1- Conclusion Validity: Ability to draw inaccurate conclusions from observations.

2- Internal Validity: Threats that may have affected the results and have not been properly taken
into account.

3- Construction Validity: Threats on the relationship between theory and observation.
4- External validity: Threats that affect the generalizability of the results.

Threats to the validity of the conclusion concern the ability to take the correct conclusion on
the relationship between treatment and outcome of an experiment. The validity of conclusion is
subdivided into low statistical power, violated assumptions of the statistical tests, fishing and error
rate, reliability of measures, reliability of the implementation of the treatment, random irrelevancies
in the experimental setup and random heterogeneity issues.

The internal validity is established as the causal influences that may affect the independent
variable without the knowledge of the researcher, so threaten the conclusion drawn from the experiment.
Internal validity is subdivided into single group of threats, threats of multiple groups and social threats.
Single group of threats: history, maturation, testing, instrumentation, statistical regression, selection,
mortality, ambiguity about the direction of causal influence. Threats of multiple groups: interaction
with the selection. Social threats: diffusion or imitation of treatments, compensatory equalization of
treatment, compensatory rivalry, and resentment demoralized.

Construct validity concerns the generalization of the results of the experiment with the concept
or theory behind the experiment. Some threats refer to the experimental design, others to social
factors. The threats of design to construct validity cover issues that are related to the experience
design and its ability to reflect the construction being studied. The behavior of those involved and
experimenters can change based on the fact of being part of an experiment, which gives false results
in experience.

Finishing forms of threats defined by Campbell and Stanley (1963) and Cook and Campbell
(1979), we have threats to external validity. They are conditions that limit our ability to generalize the
results of our experience with industrial practice. There are three types of interactions with treatment:
people, place and time.
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Systematic literature reviews

Kitchenham, et al. (2010) argues that empirical researchers in software engineering should
develop its studies as evidence-based, as do researchers in medicine and sociology, and that the most
reliable evidence comes from the aggregation of empirical studies on a given topic.

Systematic literature reviews are a means of adding knowledge about software engineering
topic or research question and aim to be the most impartial possible to be auditable and repeatable.

The systematic literature reviews are classified into conventional and mapping studies.
Conventional studies aggregate results related to a particular research question, for example, is
technique testing “A” more effective in defect detection that the technique “B”? If there are enough
primary studies comparable with quantitative estimates of the difference between the methods, meta-
analysis can be used to perform an aggregation based on formal statistics. However, it was found that
meta-analysis is rarely usable in systematic literature reviews of software engineering, because there
are often insufficient primary studies.

Mapping studies are designed to find and classify primary studies on a specific subject area.
They have coarse-grained research questions such as: “What we know about topic x?” and can be
used to identify the available literature before performing conventional systematic literature reviews.
They use the same methods for searching and extracting data as conventional systematic literature
reviews, but most rely on the tabulation of primary studies in specific categories. In addition, some
mapping studies are more concerned about how academics conduct research in software engineering
rather than what is known about a given topic software engineering. The study reported in this paper
is a mapping study.

RESEARCH METHOD

The revised articles were based on primary evidence of three empirical studies (Engstrom et
al., 2010; Engstrom et al., 2011 and Dogan, 2014). To increase our research universe an automated
search was conducted in the period from 2001 to 2015, to find jobs that contained empirical studies
and made reference to types of tests applicable to Web environment and the threats to validity related
to these studies.

Search strategy

Search strings

To have access to the articles (references) studies based taken in studies (Engstrom et al., 2010;
Engstrom et al., 2011 and Dogan, 2014) for this study and to the automated search, in which the string
was used: “web application testing” OR “web applications tests” OR “test of web applications” OR
“testing web applications” OR “tests for web applications” AND “validity threats” OR “threats to
validity”.

Search engines
http://ieeexplore.ieee.org
http://dl.acm.org
http://scholar.google.com
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http://academic.research.microsoft.com
http://citeseerx.ist.psu.edu
http://www.sciencedirect.com
Selection strategy

In the first step, the papers studies (Engstrom et al., 2010; Engstrom et al., 2011 and Dogan,
2014) formed the basis to the development of this study. All the references of these articles were
used in the search engines mentioned in item 3.1.2, and we downloaded only files that were publicly
available. Then, based on the title and summary, we selected those of various topics (since creation
of algorithms to test methodologies), linked to Web applications testing, so we had a larger universe
and more varied studies, resulting in 42 articles.

In a second step, the search strings mentioned in item 3.1.1 were applied to the same search
engines, and adopting the procedure cited above to select new 50 articles. Adding the quantity of
articles selected from the basis papers and the articles selected from the search strings, we reach a
total of 92 papers for this study.

Figure 1. Strategy of search and selection of papers.
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RESEARCH QUESTIONS

How many empirical studies related to Web application testing make reference to threats to
validity of the same?

The results showed that of the 92 articles studied, 65 (E1 to E29 and E60 to E95) make reference
to threats to validity (70.6%), whereas 16 articles (E3, E60, E62, E66, E69, E70, E71, E73, E74, E77,
E78, E79, E85, E87, E89 and E93), 17.4% of the articles cite threats, but not classify them and 27
(E30, E32, E33, E34, E35, E36, E37, E38, E39, E40, E41, E42, E43, E44, E46, E48, E49, ES0, E51,
E52, E53, E54, ESS, E56, E57, ES8, ES9) do not mention their threats to validity (29.3%).

For studies that mention the threats to validity, which are the most frequently cited threats?

According to the survey, the order (descending) in which threats to validity are quoted is:
External Threat, Internal Threat, Threats of Construction, and Conclusion Threat. Table 1 presents
threats as named in the articles. The complete tables listing the articles are available in Annex 1.

Table 1. Frequency of threats cited in the articles by type.

Threat External Internal Construction Conclusion
Frequenc 45 36 24 10
q y (48.9%) (39.1%) (26.1%) (10.9%)
El, E2, E4, ES, E6,
E7, E8,E9, E10, E11, El, E2, E4, E5, E6,
E12,E13,E14,E15, E7,ES8, E9, E10, E11,
El6, E18, E19, E20, EIl12,E13,El14, E15, 112511(’)EEZI’IEAE1EZ7’EEI%
E21, E23, E24, E25, EI16,E18, E19, E21, E15’E16’ E24’ E27’ E6, E7,El1, E12,
Papers E26, E27, E29, E61, E23,E24,E25, E27, ’ ’ ’ > El4, E24, E27, E65,

E63, E65, E67, E68,
E72, E75, E76, E80,
E81, E82, E&3, E84,
E86, E88, E90, E91,
E92, E94, E95.

E29, E65, E67, E6S,

E72, E75, E76, ES0,

E81, E86, E88, E91,
E94, E95.

E29, E61, E63, E64,
E65, E68, E72, E75,
E76, E90, E91.

E75, E90.

N.B.: Percentages do not add up to 100% since one paper may reference more than one thread.

How many studies mention threats to validity, but not classify (external, internal, construction
and conclusion)?

A total of 16 papers were found: E3, E60, E62, E66, E69, E70, E71, E73, E74, E77, E78, E79,
E85, E87, E89 and E93, all having an item on threats to validity, but not classified into external,
internal, construction or conclusion.

How many studies mention the threats to the validity in a resumed form and how many do it
thoroughly?

In the survey, the number of studies mentioning threats to validity judiciously is significantly less
than that in a summary form. Table 2 shows the amount of threats described briefly and judiciously.
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Table 2. Number of threats described briefly and judiciously.

Threat External Internal Construction Conclusion
. 39 31 17 9
Summarized threats (60%) (47.7%) (26.2%) (13.8%)
. 7 7 7 1
Detailed threats (10.8%) (10.8%) (10.8%) (1.5%)

E2, B4, E5, E6, E7,
ES, E9, E10,E11,  El, E2, E4, ES, E6,
El12,E13,El4,E15, E7,ES,E9, E10,Ell,
E18, E21, E23, E24, EI2,EI13,El4, E15, E2, E4, E7, ES, E10,
Papers with summa- E25, E27, E29, E63, EI18, E19, E21,E23, Ell, E12, E14, E24,
rized threats E67, E68, E72, E74,  E24,E29, E67, E68,  E29, E63, E6S, E72,

E6, E7, E11, E12,
El4, E24, E27, E75,

E75,E76, E80, E81, E73,E74,E76,E80, E75,E76,E90, E91. E90.
E82, E83, E84, E86, ES8I1, E88, E91, E%4,
E88, E90, E91, E92, E95.
E94, E95.
Papers with detailed El, E16, E19, E20, El6, E19, E27, E65, El, E15, E16, E27, E65
threats E26, E61, E65. E72, E75, E86. E61, E64, E65. '

What is the yearly relative frequency of articles making reference to threats to validity?

According to the study, the year 2014 was the year that presented more articles mentioning its
threats to validity, a total of 29 articles. Table 3 presents the articles that refer to threats to validity,
organized by year of publication.

According to the study, the year 2010 was the year that had more articles that do not cite its
threats to validity, for a total of 5 items. Table 4 presents the articles that make no reference to threats
to validity, organized by year of publication.

Which types of research are used?

According to our study, there are five types of research found in the group studied, listed below
in descending order of quantity: Empirical Study, Systematic Literature Review, Mapping Study,
Survey Study and Qualitative Research. Table 4 displays the amount of papers by type of search.
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Table 3. Papers that do and do not reference threats to validity, organized by year of publication.

Year
= S 3 8 = S & 3 = = g a = e
S &8 & & & & & & & & & & & =¥
Frequency of articles that reference threats to validity
1 0 0 2 1 2 2 1 7 4 3 4 29 9
(1.5%) (0.0%) (0.0%) (3.0%) (1.5%) (3.0%) (3.0%) (1.5%) (10.8%) (6.1%) (4.6%) (6.1%) (44.6%) (13.8%)
Papers
E25,
E26,
E60,
E6l,
E64,
E65,
E66,
E67,
E68,
E69,
E70, E62,
E2, E72, E63,
E4, E74,  E71,
E7, E3,E9, Ell, E76, E73,
El. -- --  E6,E19. E27. g};" E;g’ E24. E8, E12, ESF:IEle, E13, E78, E75,
’ ’ E20, Ele. © E28,E29 E79, E77,
E21, E81, E80,
E23. E82, E83,
Eg4, E88.
ESS,
E86,
E8&7,
E89,
E90,
E91,
E92,
E93,
E94,
E9S.
Frequency of articles that do not reference threats to validity
0 1 2 2 3 0 3 3 5 4 2 1 1 0
0.0%) (3.7%) (7.4%) (7.4%) (11.1%) (0.0%) (11.1%) (11.1%) (18.5%) (14.8%) (7.4%) (3.7%) (3.7%) (0.0%)
Papers
E33
’ E52
E32, E37, E38, E34, ’
Come BOOBS R R me opn BB pg g
’ ’ E50. E59. E51. E53, E57’ '

E58.
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Table 4. Number of papers by type of research.

Type of Research ~ Empirical Study

Lite

Sistematic
rature Review

Mapping Study

Survey Study

Qualitative Survey

Frequency 83

4 3

1

1

El, E3, ES, E6, E7,
ES8, E9, E10, El1,
E12, E13, El4,
E15, E16, E17,
E18, E19, E20,
E21, E22, E23,
E25, E26, E27,
E28, E29, E30,
E32, E33, E34,
E35, E36, E37,
E38, E39, E40,
E41, E42, E43,
E44, E46, E48,
E49, E50, ES1,
E53, E54, ES7,
E58, ES9, E60,
E61, E63, E64,
E65, E66, E67,
E68, E69, E70,
E71, E72, E73,
E74, E76, E77,
E78, E79, ES0,
E81, ES2, E83,
E84, ES5, ES6,
E87, ESS, E90,
E91, E92, E93,
E94, E95.

Papers E24

, E4, E52, E62.

ES5S, E75, ES9.

ESeé.

E2.

How many studies of each type take into account the threat validity type?

Table 5 summarizes the relation between threat types and types of research.

Table 5. Threats to validity by type of research.

Empirical Study

Threat External

Internal

Construction

Conclusion

Frequency 42

26

21

10

Papers
E10, E11, E12, E13,
E14, E15, E16, E18,
E19, E20, E21, E23,
E25, E26, E27, E29,
E61, E63, E65, E67,
E68, E72, E75, E76,
E80, E81, E82, E&3,
E84, E86, E88, E90,
E91, E92, E94, E95.

El, ES, E6, E7, ES, E9,

E10,E11, E12, E14,
E15, E16, E27, E29,
E65, E67, E68, E72,
E75, E76 ES0, E81,
E86, E88, E94, E95.

El, ES, E6, E7, ES8, E9,

El, E7, E8, E10, E11,
E12, E14, E15, E16,
E27, E29, E61, E63,
E64, E65, E68, E72,
E75, E76, E90, E91.

E6, E7,El1, E12, E14,
E27, E65, E75, E90,
E91.

Systematic Literature Review

Threat External

Internal

Construction

Conclusion

Frequency 2

2

2

1

Papers E4, E24.

E4, E24.

E4, E24.

E24.
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Mapping Study

Threat External Internal Construction Conclusion
Frequency 1 1 1 1

Papers E75. E75. E75. E75.

Survey Study

Threat External Internal Construction Conclusion
Frequency 0 0 0 0

Papers - - - -

Qualitative Survey

Threat External Internal Construction Conclusion
Frequency 1 1 1 0

Papers E2. E2. E2. --

THREATS TO THE VALIDITY OF THIS STUDY

Internal validity

Research questions

The set of defined questions may not have covered the whole area of threats to validity in Web

application testing. As we consider this as a viable threat, we discussed the issue in depth, in order to
calibrate the questions. Thus, even if we have not selected the best set of questions, we seek to deeply
address the most frequently asked and considered questions in the field.

Conclusion validity

In this article we focus on threats to validity to empirical studies in Web application testing. We
found that 32% of the studies make no reference to any threats to validity. Also, in the studies that do
it, (another 68%) only 14% of these do it judiciously. The large disparity between the two sets leaves
no room to unrealistic inferences about the validity threats to the conclusion of our study.

Selected articles

It is possible that some relevant studies have not been chosen during the research process. We
mitigated this threat, as far as possible, following the references of primary studies and also we use
the search string to have a larger universe of research.

Validity of Construction

One of the detailing of the validity of construction is the threat that experimenters can influence
the results of a study, consciously and unconsciously, based on what they expect from the experience.
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In this study we do not see the threat to construct validity as a real threat, because when we
started the study, we did not have preconceived ideas of results. We simply choose the items in a
comprehensive manner and took the numbers found in the contents thereof. In fact, we were surprised
with the result.

External validity

Based on what was said by Wohlin et al. (2012) if an experiment is carried out in a limited
scope and its design is done to address issues related to the scope concerned, its results are valid
in that context and in that case, adequate validity does not mean general validity, but if general
conclusions will be taken from the experiment, its validity will have to cover a broader context, we
conclude that under the 92 studies used, our results are valid, but if we consider the whole universe of
articles relating to tests of Web applications, the selected amount of articles is reduced compared to
the size of the universe. If we have chosen a larger number of studies maybe the conclusions drawn
were different. So we think there is a real threat to external validity of this study because we cannot
generalize it to the whole universe articles.

FINAL REMARKS

According to Sjeberg et al. (2007), progress in software engineering requires (1) more empirical
studies of quality, (2) increased focus on synthesizing evidence and (3) more theories should be built
and tested. Therefore, we need more studies in which we can trust, especially regarding their validity.
In order to obtain this confidence, the collected information should be more focused on observation
and experimentation than in deductive logic or mathematics. For this, we must use the same empirical
methods used by the sciences who study real-world phenomena - empirical sciences.

According to Wainer (2007) and Travassos et al. (2002), for an experiment to be considered
valid, it must provide a high level of confidence in the process of experimental investigation. This
level of trust must permeate all elements involved in the process from the theoretical basis adopted,
up to the final results. It is also important that the experiment takes into account all the threats to its
validity: external, internal, construction and conclusion.

In order to have a wide range of studies that enable us to analyze more accurately the validity
threats of software engineering experiments in Web application testing, we selected a number of
articles with subjects ranging from algorithms to methodologies for web testing developed for such
purposes.

The analysis of this wide range of papers shows that approximately 32% of the articles do not
mention any threats to validity. On the other hand, in the remaining 68%, only 14% do it in a judiciously
manner. In the set of the papers that mention validity threats (68%) one quarter do not provide validity
classification. In the last five years we have had an increase in quantity of articles mentioning his
threats to validity, and the year 2014 was the leader with 29 articles. The validity threats most
frequently cited are respectively: external, internal, construction and conclusion.

Our research also suffers validity threats. The first one, conclusion validity is not critical since,
as a mapping study, we restricted ourselves to find the relative frequency of the papers that mention
threats to validity (32%) against the ones that do not mention any threats (68%). We consider that
there is a small risk that our study suffers Internal validity threats because we addressed the most
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frequently asked questions in this field. The selection of the articles, started with the papers referenced
in the primary studies used followed by a search string to top up our universe of research. We do not
think that the construct validity of our systematic mapping study is a real threat, because we had
no preconceived ideas about the findings. The study consisted simply in collecting and counting
information. Finally, we believe that external validity is the greatest threat to our study. Although
we trust the results found in the 92 papers analyzed, we think that there is non-negligible chance of
missing some major studies conducted where the analysis of all validity threats had been properly
discussed.

Reiterating our previous observations, although this study is not totally immune to validity
threats, the calculated figures lead us to the conclusion that the studies published in the time frame
analyzed, lack scientific rigor both from the authors and the readers, and 73.6% of the studies have
no scientific value.
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