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ABSTRACT
Objectives of this article are to create a method that should identify distortion of navigation signals using supplementary 

information obtained whilst processing the navigation parameters in the calculator of the navigation receiver. To develop this 
method, a comparative evaluation of the actual data of the navigation measurements with the calculated data values and a Bayesian 
probabilistic approach for detecting the navigation field distortion and identifying the interference. Test of results of the developed 
method showed that it enables a highly reliable assessment of the state of the navigation field and, if distorted, the identification 
of the distortion type: normal (undistorted) condition; abnormal state: when abnormally high errors appear spasmodically in the 
positioning estimation within individual measuring channels of the navigation receiver; slightly distorted state leading to a slow 
change in positioning accuracy; active spoofing manifested in the substitution of positioning coordinates. The article provides a 
new method for processing navigation parameters allowing to detect the fact of the navigation fields (NF) distortion and identify 
the interference effect on the navigation receiver (NR) of UAV.

Keywords: Positioning; Robotic automatically autopiloted vehicle; Distortion of the navigation field; Intentional interference; 
Processing of navigation parameters.
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INTRODUCTION

The procedure for determining the navigation parameters for robotic unmanned aerial vehicles (UAV) using signals from 
global navigation satellite systems (GNSS) should ensure highest reliability (Venkatesh et al. 2017). However, in the environments 
where interference occurs, the measured estimates of the navigation parameters for the UAV will be significantly different from 
the true values. The instances where the errors exceed the maximum permissible values are particularly dangerous. These can be 
viewed as facts of distortion (violation of the integrity) of the navigation field (NF). The UAV control system should be promptly 
notified of the occurrence of such facts no later than within a fixed time, which is usually set as the moment of the next update 
of the navigation information; in other words, it should be ensured in real-time mode.
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The analyzed sources (Binjammaz et al. 2016, Global navigation satellite system, Glonass 2008, 2016, Ivanov et al. 2015, Kim 
and Cho 2018, Layh and Gebre-Egziabher 2017, Pan et al. 2017, Rufa and Atkins 2016) describe various existing NF integrity 
monitoring systems designed to increase the reliability of the received navigation parameters. These are based on measuring 
redundancy and the use of additional measurement sources called functional supplements.

The algorithms and methods for monitoring the NF integrity which require a complex system consisting of space, ground 
and autonomous functional supplements are not acceptable for UAV in the autonomous flight mode. Due to the weight and 
dimensions restrictions of the UAV, only autonomous integrity control is acceptable, which renders to consumers the Aircraft 
Based Augmentations Systems (ABAS) using their own instruments installed on board.

The ABAS use measurement results from other on-board systems, such as a barometric altimeter, gyroscopic sensors, 
accelerometers and magnetic compass, as redundant data. For small UAV which use platformless inertial navigation systems (PINS), 
the existing ABAS is not very efficient as the gyroscopes and accelerometers used in PINS, based on microelectromechanical 
systems (MEMS), are characterized by increased noisiness. They also have high measurement error and cannot provide the required 
accuracy in time, more than few minutes.

The analysis also shows that the algorithms and methods for the autonomous monitoring of the NF integrity described in the 
sources (Binjammaz et al. 2016, Bishop 2006, Christophersen et al. 2006, Ioannides et al. 2016, Ivanov et al. 2015, Kim and Cho 
2018, Layh and Gebre-Egziabher 2017, Onrubia et al. 2019, Pan et al. 2017, Rufa and Atkins 2016, Swamy 2017, Tran et al. 2018, 
Van den Bergh and Pollin 2019, Venkatesh et al. 2017, Wang et al. 2018, Yang et al. 2013) cannot be applied for the autonomous 
flight mode. They do not provide the required accuracy for determining the fact of the NF distortion and for identifying the type 
of interference.

Therefore, the aim of this article is to create a method allowing to intime and reliably detect distortion of NF and to identify 
the interference effects by using additional information obtained whilst processing the navigation parameters in the calculator 
of the navigation receiver (NR), yet without requiring any additional hardware due to the weight and size restrictions of the UAV.

The method is based on the combination of two approaches to processing navigation parameters:
• The approach described by Mazumder (2016), Wang et  al. (2018), Onrubia et  al. (2019), which involves a comparative 

assessment of the actual data of GNSS signals with the calculated data;
• Author’s original approach, based on the application of the Bayesian method.

METHOD DEVELOPMENT

The navigation signals received to the input of the NR, along with various types of noise and interferences, are known as random 
variables distributed according to a random law (Glonass 2016). Therefore, the error sequence for UAV positioning estimation 
obtained in the course of receiving radio navigation signals is also distributed randomly.

Where the signal-to-noise ratio (h = S/J) at the input of the NR measuring channels exceeds the standard value set by the GNSS 
Interface Control Documents (Bishop 2006; Swamy 2017), which equals 45 dBm·Hz–1, the only factor affecting the assessment 
accuracy of the navigation parameters is the additive noise at the NR input. In this case, the average values of the positioning 
estimation are closely equivalent to their true values, and minor errors fall within the specified confidence interval. This fact is 
the determining parameter of the NF being in a normal (undistorted) state.

Where additional intentional or unintentional disturbing influences occur, the average values of the positioning estimation 
prove to be different from the true values, and when their modules exceed some threshold values, such is interpreted as a fact of 
the violation of the NF integrity. The thresholds are to be set with account of ensuring the required confidence level values and 
allowing to identify the categories of interference.

In order to determine the fact of the NF distortion, the approach described in Mazumder (2016), Onrubia et al. (2019) and 
Wang et al. (2018) was applied. Essentially, it implies the polynomial approximation of an array of N reliable measurements R = (R1, 
R2 ... Rj ... RN) in the form of estimates of the UAV positioning in the time interval t ϵ [to, ta] with a step τ equal to the period 



J. Aerosp. Technol. Manag., São José dos Campos, v13, e4721, 2021

A Method for Identifying Factual Corruption of the Navigation Signal and Identifying the Interference Influence on Unmanned Aerial Vehicle Receiver 3

of receiving the navigation parameters. The approximation is performed by a polynomial of the m-th degree. Studies (Onrubia 
et al. 2019; Wang et al. 2018) have shown that using polynomials of the 5th or 6th degrees is sufficient to approximate the UAV 
trajectory with a set accuracy.

For the array of estimated coordinates of the UAV positioning, represented as a matrix-column R, the following system of 
equations has been obtained (Glonass 2016):

  (1)

where V is the Vandermonde matrix, size N’ (m + 1), where the elements are defined as follows: Vi,j = ti
j (i = 0 ... N – 1); (j = 0 ... m).

The C vector of the sought coefficients of the dimension polynomial (m + 1) × 1 is determined from the product of the equation:

  (2)

As a result, the approximating function, which coincides with the distribution of reliable measurements of the positioning 
coordinates at N + 1 points, looks as follows:

  (3)

An extrapolation procedure is applied to calculate the following positioning coordinate. By substituting the obtained coefficient 
values and the time value te = ta + τ into the approximating polynomial, it is possible to obtain the value of the extrapolated function 
for the following coordinate reference at a given time interval, i.e.

  (4)

If R measurements in R matrix column are uncorrelated and have the variance described by vector σ2
R, the correlation matrix 

of errors of the polynomial coefficients is:

  (5)

As a result, the task of determining the fact of the NF distortion is reduced to distinguishing between two hypotheses: a) 
whether the deviation of the estimated positioning coordinates from the calculated coordinate is the result of measurement errors 
or b) whether there exists an abnormal measurement which must be excluded from the processing.

It is most difficult to detect the fact of the NF distortion when the signal-to-noise ratio  at the input of the NR measuring 
channels decreases slightly by 10 ... 20 dBm·Hz–1, and two case scenarios are possible here. The first case is characterized by 
active imposition of false positioning coordinates to shift the UAV from the flight route or to force its landing. The second case is 
characterized by disturbance in the ionosphere, which causes fading due to the multipath reflections from the surrounding objects.

In both cases, the accuracy characteristics of the positioning are slightly distorted, which means they cannot be easily detected, 
since the average values of the positioning estimation are close to true ones. This imposes high standards of the sensitivity and 
reliability of the algorithms for detecting interference.

In order to eliminate such flaws, the proposed method involves a Bayesian inference to solving the problem with the NF 
distortion and identifying the interference effect (Christophersen et al. 2006; Ioannides et al. 2016). In this case, the variables 
characterizing the NF state are positioning estimates. The application of this approach is based on the calculation of the conditional 
probability of the occurrence of such an event as the current state Dk of the NF, provided the measurements obtained include a 
specific set of values of R characteristics. The identification marks are the estimates of location R = (R1, R2 ... Rj ... RN), while their 
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average value μR and the σR mean square errors (MSEs) are taken into account. Since these characteristics are random variables, 
the possibility of a specific representation of a random variable Ri is characterized by the probability P(Ri).

While the UAV is airborne, the NF can be in one of the K states D = (D1, D2 ... Dk ... DK). These states can be divided into the 
following typical classes:
• Normal (undistorted) state: orientation and navigation of the UAV receiver is performed in the normal mode by the integrated 

navigation system;
• Abnormal state, when abnormally high errors occur in the estimation of the positioning by the separate NR measuring 

channels. The UAV orientation and navigation are performed in the normal mode of the integrated navigation system; this 
module of the UAV spatial orientation parameters and inertial navigation systems (INS) parameters has a standard procedure 
for recurrent filtering of abnormal bursts;

• Slightly distorted state leading to a slow position change, whereby its assessment is possible with an acceptable error. 
The orientation and navigation are performed based on the navigation parameters of the integrated navigation system or 
of the INS, depending on the degree of distortion of the navigation field;

• Active spoofing, manifesting in either the substitution of the positioning coordinates for the smooth shift of the UAV from 
the set route or its forced landing;

• Energy suppression, when the signal-to-noise ratio over all NR channels drops sharply to a value lower than the 
sensitivity threshold: 13 ... 15 dBm·Hz–1 (Kruschke and Liddell 2018), which leads to an abrupt and fast change of the 
positioning coordinates.
In order to give a probabilistic assessment of the NF state, when using a set of features of the obtained positioning sample, the 

Bayesian formula is used (Christophersen et al. 2006; Ioannides et al. 2016):

  (6)

where p(DK/Di) is the a posteriori distribution density of the NF positioning in the Dk state upon receipt of the set of features Rj, 
i.e., it is the value sought after to solve the problem of class recognition (here, distinguishing between the NF states); p(Rj/Dk) is the 
a priori distribution density of the random variable Rj, provided the NF is in state Dk. It has the meaning of the likelihood function 
and is determined by statistical processing of a sample of N estimated positions, where the errors are distributed according to the 
normal law. In order to determine the likelihood function in a given confidence interval (± 2σ), a specific implementation of a 
set of factors Rj is required to calculate their sample average μR and sample MSEσR. p(Dk) is the a priori distribution density of 
a particular Dk NF state determined by statistical processing of a sample of N estimated positions, as the frequency of such events 
Nk, where the estimated positioning is included in the set confidence interval corresponding to the NF state Dk, i.e., P(Dk) = Nk/N. 
P(R) is the a priori probability of the appearance of a specific implementation of R set of features for all possible NF states, used 
as the scaling factor equaling 1 for the general sample.

The statistically calculated likelihood function p(Rj/Dk) allows to estimate the feasibility of the values of a specific implementation 
of the Rj features contained in the sample of N elements at a known a priori state of the navigation field Dk.

In order to ensure normal distribution, the sample range is set equal to N ≥ 30. The formation time of such a sample upon receipt 
of the navigation parameters with a period of 0.1–0.5 s ranges from 3–15 s. This is a fairly long time, so this range is acceptable 
for a helicopter or multi-rotor UAV that can hover in one point. For an aircraft-type UAV, the sample range should be reduced to 
N ≤ 20, applying Student’s correction factors to determine the confidence interval.

Hence, after the statistical processing of the features, the application of the Bayesian approach allows to obtain an a 
posteriori distribution density of the possible probability values of NF positioning in one of the classes of its states. Indeed, 
by applying the Bayesian formula, an a priori distribution density established prior to the analysis of data from the received 
sample of features is transformed into an a posteriori one. This allows to evaluate the reliability of the NF state in a zone 
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attributed to a particular class. Here, it should be taken into account that Eq. 6 is to be applied iteratively upon receiving 
each new data pack. Then the current distribution is considered a priori, and with the receipt of new data, a posteriori 
distribution is obtained, which becomes a priori for the next iteration. In addition, it should be observed that the application 
of the Bayesian approach requires additional time, which is spent on the NR calculator machine learning to statistically 
assess the current NF state based on the obtained characteristics in the form of the empirical distribution of the UAV 
positioning coordinates.

In order to obtain a straight confident a posteriori probability P(Dk/Dj), the method of maximizing a posteriori density 
(MPD) is applied, which allows to find the point at which it is at maximum. Here, by logarithmizing the Bayesian formula, it 
is possible to obtain:

  (7)

Then the problem of maximizing Eq. 6 by the parameter Dk will look as follows:

  (8)

Equation 8 shows that this method maximizes the logarithms of the likelihood and the a priori probability distribution 
of a particular NF state. The second summate acts as a certain regulator of machine learning, since the greater the 
probability P(Dk), the smaller the sample size, based on which a more accurate value of confidence probability can be 
obtained, and vice versa.

When applying the MPD method, the estimate of the current UAV positioning error arrives from the equation:

  (9)

Where F(te) is the extrapolated value of the current positioning coordinates.
Assuming that the positioning errors are distributed according to the normal law, then

  (10)

The first summate in Eq. 10 is a constant for the current distribution; therefore, the maximization of the likelihood logarithm 
is performed by minimizing the second summate. As a result, the task of maximizing the likelihood logarithm of the training 
sample is reduced to minimizing the quadratic error, i.e.

  (11)

Therefore, it was found that the larger the positioning error is, the more the likelihood function, shown in red in Fig. 1, 
moves the maximum of the a posteriori density, shown in blue, from the maximum of the a priori density (black dashed line). 
This means that the values of the errors of the UAV positioning coordinates can be used to assess the NF state, as they increase 
significantly under the influence of noise. As a result, a significant difference appears between the maxima of the a priori and a 
posteriori probability densities, which allows to introduce a threshold value by which one can establish the attribution of the NF 
state to one of the classes.
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Figure 1. The transformation of the a priori density to the a posteriori density using the likelihood function.

Therefore, in order to decide on the fact of the NF distortion and the identification of the type of interference, threshold values 
are to be determined. Taking into account the normality of the distribution of the positioning estimation, based on the maximum 
likelihood method, the limiting MSE for the ± 2σ confidence interval is established as the doubled minimum possible deviation 
for the current NF state.

The limiting MSE, which depends on the signal-to-noise ratio at the input of the NR measuring channels, is (Glonass 2016):

  (12)

where Pdop is the geometrical factor of accuracy dilution of positioning coordinates; F effective width of the navigation signal 
spectrum (root mean square); δt NR time error; c speed of light.

In order to formulate a rule for deciding on the criterion of the MSE minimization, the following inequality is applied:

  (13)

Then, according to this criterion, to detect the fact of the NF distortion, inequality (Eq. 14) is to be checked, and to identify 
the types of interference, inequalities (Eq. 15) are to be analyzed, i.e.

  (14)

  (15)

where .

Hence, if the positioning error exceeds the minimum threshold value θ1, the fact of NF distortion is obvious. Further comparison 
of the positioning error with other threshold values θk(k = 2 ... K) allows to identify the type of interference by attributing the NF 
state to a particular class.

Active spoofing is proposed to be detected during the UAV flight by hovering the UAV at one point in space (when 
detecting the NF state Dk ϵ Dsp). If the monitoring hk ≥ hN 45 dBm·Hz–1 shows the normal NF state, but inequality (Eq. 14) 
is not satisfied, yet one of the inequalities (Eq. 15) is satisfied, such a situation should be identified as the active imposition 
of incorrect positioning coordinates.
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Mathematically, the condition of the fact of the active imposition of incorrect positioning looks as follows:

  (16)

Therefore, the complex of mathematical expressions described in this article, solved or satisfied in a certain sequence, demonstrate 
a method allowing to reliably detect the fact of the NF distortion and to identify its state using typical classes.

RESEARCH RESULTS

In order to test the developed method, a practical study was performed on the navigation receiver NEOM8N manufactured by 
U-BLOX. Based on the simulation of various types of interfering effects on the NR and the statistical processing of the navigation 
parameters, the following threshold values of the MSE have been established:
• D1 = 1.5×Pdop (m) normal (undistorted) NF state at 45 dBm·Hz–1 (see Fig. 2a);
• D2 = 5×Pdop (m): slightly distorted NF state at = 40 ... 33 dBm·Hz–1, caused by the navigation signals reflection effect and, 

consequently, interference fading (see Fig. 2b);
• D3 = 8×Pdop (m): the distorted NF state at = 33 ... 28 dBm·Hz–1 caused by ionospheric disturbances (see Fig. 2c);
• D4 = 30×Pdop (m): increasing deliberate interference at = 28 ... 15 dBm·Hz–1 (see Fig. 2d);
• D5 =50×Pdop (m): spasmodic energy suppression at = 20 ... 10 dBm·Hz–1 (see Fig. 2e and 2f).

Figure 2a demonstrates an example of the distribution of the UAV positioning errors for the normal NF state, without distortions. 
Parameters of this state are Pdop = 1, signal-to-noise ratios minimum 45 dBm·Hz–1, and time errors σt = 1 ... 2 ns. Under these 
conditions, the horizontal coordinate errors < 0.9 m and the calculated limiting MSE ∆1 is 1.5 m. Therefore, if the error of the UAV 
positioning has a distribution falling into the required confidence interval ± 2σ with a probability of 0.95, it should be assumed, 
with a confidence probability of 0.95, that the NF is in the normal state.

Initial training should be performed at the initial location of the UAV after the NR transition to the tracking mode, provided 
that the NF is in the normal state Dn.

Examples confirming the possibility of implementing the procedure for identifying interference effects are shown in Fig. 2b–e. 
As soon as the positioning error exceeds one of the threshold values, according to the established criterion θk, a decision is made 
on the type of interference effect.

The retraining procedure is performed after determining the fact of NF distortion during its transition from one state to 
another. In this case, the confidence probability of finding the NF in the previous state is significantly reduced, which leads to lower 
reliability. In the case of a distorted (suppressed) NF state, the likelihood function that has changed and shifted along the abscissa 
axis even more significantly shifts the maximum of the a posteriori density from the maximum of the a priori density (Fig. 1).

The data presented in Fig. 2 was obtained by manual processing u-blox 9 receiver data. There were analyzed about 600 flights, 
which contain shown type of distortions/suppressions.

Figure 2b shows the NF distortion occurs due to interference fading. Signal parameters is Pdop = 1 ... 1.5, signal-to-noise ratios: 
40 ... 33 dBm·Hz–1, time errors = 2 ... 4 ns. It is apparent that the NF passes from a normal state limited by a radius of 1.5 m to a 
distorted state, then returns to the normal state for a while, and then goes into a distorted state again. Therefore, retraining is also 
performed after the field returns to its normal state (after the distorting effects or interference effects discontinue). The retraining 
procedure should be performed in the UAV hovering mode for as long as the training sample is formed, which allows to determine, 
with a probability of 0.95, that the NP is in the new state.

Figure 2c demonstrates an example of the distribution error of the UAV positioning when the NR is in a distorted field caused 
by ionosphere. Pdop = 1 ... 2, signal-to-noise: 33 ... 28 dBm·Hz–1, time errors = 2 ... 5 ns.

On Fig. 2d, UAV approaches the source of intentional interference. Pdop = 1 ... 2, signal-to-noise: 45 ... 25 dBm·Hz–1, time 
errors = 2 ... 6 ns.
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On Fig. 2e, UAV falls into the zone of energy suppression. Pdop = 1 ... 3.5, signal-to-noise: 45 ... 10 dBm·Hz–1, time errors = 
2 ... 23 ns.

On Fig. 2f, UAV falls into complete energy suppression with a subsequent restoration of the NF. Pdop = 1 ... 3.5, signal-to-noise 
ratio in the measuring channels, first decreasing 45 ... –10 dBm·Hz–1, and then increasing –10 ... 40 dBm·Hz–1, and time errors 
from 2 to 500 ns and from 500 to 5 ns.
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Figure 2. Examples of the distribution of the UAV positioning error in different NF states. The dotted line signifies the 
delay in receiving Global Positioning System/Global Navigation Satellite System (GPS/GLONASS) packages. 

Red dots mean absence of a reception signal. Blue dots show weak signal reception.
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The implemented requirements for the simulation model are listed below. The simulation model should estimate the current 
NF state according to the obtained UAV positioning coordinates; make highly reliable assessment of the occurrence or absence 
of NF distortions; in case of existing NF distortions, detect the type of interference impact by attributing it to one of the typical 
classes: normal (undistorted) state; abnormal state, when abnormally big errors in positioning estimates randomly arise in separate 
measurement channels of the navigational receiver; insignificantly distorted state which leads to slow positioning shift; active 
spoofing, evident in positioning coordinates substitution; energetic suppression of GPS/GLONASS signals.

The input parameters of simulation model include: Pdop (geometric factor of positioning coordinate accuracy degradation); 
navigation N–UAV positioning coordinates set; navigation receiver time error; signal-to-noise ratio.

The limitations include: sample size N ≥ 30 (Mazumder 2016, Kruschke and Liddell 2018); number of NF states (typical 
classes), equal to 5.

The output parameters include: confidence signal for the decision taken Sc; GNSS distortion signal Sd; identifying code for 
interference impact class Sk; active spoofing detection signal Ssp.

For the block diagram of a simulation model, see Fig. 3.

1

2 (CBS)

4 (ACCB)

5 (PECB)

9 (SEB)

10 (RAFB) 12 (TVCB)

14 (3 CD)13 (2 CD)6 (1 CD)

7 (NFSR)

8

11 (CCB)

3 (MoAP)

Figure 3. Block diagram of a simulation model for determining navigational 
field distortions and identifying interference impact.

CBS = coordinates buffer store; ACCB = approximation coefficients computation block; SEB = statistical estimation block; 
PECB = positioning error computation block; RAFB = recursive anomaly filtering block; CCB = coefficient computation block; 
TVCB = threshold values computation block; 1CD = first computing device; 2CD = second computing device; 3CD = third 
computing device

Coordinates buffer store (CBS–block 2) is a static memory device for recording and storing a sample of N values of positioning 
coordinates Ry, each with p digits. The sample is sent through input bus 1. Binary codes of positioning coordinates are sent across 
the inner bus from this memory to the approximation coefficients computation block (ACCB–block 4), current UAV positioning 
error computation block (PECB–block 5), statistical estimation block (SEB–block 9), recursive anomaly filtering block (RAFB–
block 10), and confidence coefficient computation block (CCB–block 11).
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A buffer memory of additional parameters (MoAP–block 3) is a static type memory device used for recording and storing 
current parameters characterizing the NF state: geometric factor of positioning coordinate accuracy degradation Pdop; navigation 
receiver time error δt; signal-to-noise ratio hk at the navigation receiver measurement channels input. It should also contain a 
demultiplexer for delivering the stored data to one of block 3 (MoAP) outputs. Moreover, Pdop and δt values are sent to the first 
input of MoAP (block 3), and hk values are sent to the second input.

A computation block for approximation coefficients (ACCB–block 4) is based on a field-programmable gate array (FPGA). Its 
configuration was logically synthesized and loaded into the FPGA, which ensures performance of the following functional tasks: receiving 
and storing a vector of N positioning coordinate values Ry; forming t ϵ [to,ta] for the current times at τ, pace equal to the arrival period 
of navigation parameters, Vandermonde matrix size N × (m + 1), with elements set as , 
where m is the degree of the 5-degree polynomial approximant (Mazumder 2016, Kruschke and Liddell 2018); computation of C 
vector of polynomial approximant of (m + 1) × 1 dimension coefficients by solving the equation:

  (17)

An error computation block (PECB–block 5) is based on the FPGA by logically synthesizing and loading its configuration in 
the pattern, which ensures the performance of the following functional tasks: receiving and storing current positioning coordinates 
Ry; receiving and storing vector C of m + 1 polynomial approximant coefficient values; computation of the next positioning 
coordinate for the moment te = ta + τ through the extrapolation procedure:

  (18)

Error computation for the current UAV position ∆Ry = Ry – F(te) .
The purpose of the first calculating device (1 CD–block 6) is making decisions about existence or absence of NF distortion by 

comparing the calculated errors of current UAV positioning with the minimal threshold value θ1. If the positioning error exceeds 
the threshold value θ1, i.e., ∆Ry > θ1., it signifies NF distortion. The device outputs GNSS distortion signal Su, which equals 1. 
Otherwise, the NF is marked as being in the normal (undistorted) state, and Su signal equals 0.

The purpose of the navigation field state register (NFSR–block 7) is recording and sending the following signals through output 
bus 8: confidence signal Se , GNSS anomaly signal Sa, GNSS distortion signal Sd, identifying code for interference impact class Sk, 
and active spoofing signal Ssp. These signals are recorded in the appropriate register cells.

A statistical assessment block (SEB–block 9) is based on a field-programmable gate array (FPGA). Its configuration is logically 
synthesized and loaded to FPGA, which ensures the performance of the following functional tasks: receiving and storing a sample 
of N positioning coordinate values Ry; calculating their sample mean μR and sampling variance σR

2.
A RAFB (block 10) is designed for filtering and screening abnormal surges, i.e., significant brief positioning errors occurring 

at random times. It is built based on FPGA by logically synthesizing and loading its configuration into the FPGA, which ensures 
the performance of the following functional tasks: receiving and storing a sample of N positioning coordinate values Ry, and 
current values of sampling mean μR and sampling variance σR

2; recursive filtering of sampling mean μR and sampling variance σR
2 

of positioning coordinates by performing such procedures, as

  (19)

  (20)
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checking the validity of: , and if the function is true, the current coordinate is considered distorted and 
substituted by a sampling mean value. At the same time, a GNSS anomaly signal Sa equal to 1 is generated, otherwise the signal 
equals zero.

The purpose of a confidence CCB (block 11) is to compute the confidence coefficient P(Dk/Dy) for NF in the current state Dk. 
It is performed by logically synthesizing and loading its configuration to FPGA. This configuration ensures the performance of 
the following functional tasks: receiving and storing a sample of N positioning coordinate values Ry, and sampling mean μR and 
sampling variance σR

2; computing likelihood function (Mazumder 2016) p(Ry/Dk) for confidential interval ± 2-σ according to Eq. 21:

  (21)

calculating a priory probability P(Dk)as a frequency of an event Nk, at which the estimated positioning is within the set confidence 
interval (μR–2σR≤Ry≤uR+2sR

), corresponding to NA state Dk, i.e., P(Dk) = Nk/N; determining confidence coefficient P(Dk/Ry) for NF 
in the current state Dk according to the equation P(Dk/Ry) = P(Dk) • p(Ry/Dk); generating confidence signal Se, which equals 1, 
where the confidence coefficient exceeds or equals the set value (0.95 for confidential interval ± 2-σ), otherwise, the signal equals zero.

The purpose of the threshold values computation block (TVCB–block 12) is calculating threshold values, which classify a 
typical NF state. Its configuration is logically synthesized and loaded into FPGA. This configuration ensures the performance 
of such functional tasks as: receiving the current sampling dispersion σR

2 of positioning coordinates from block 10 (RAFB) and 
storing them; receiving current values Pdop, δt and hk from memory block 3 (MoAP) and storing them; calculating the ultimate 
MSE which depends on signal and noise environment in the NF measurement channels:

  (22)

calculating threshold values for each k class of interference impact:

  (23)

The second computing device (2CD–block 13) is designed for identifying typical interference impacts on NP except for 
active spoofing. It generates a code which identifies the interference impact class Sk according to comparison of the calculated 
UAV positioning error with the threshold value for each interference class, i.e., ∆Ry > θk. The 2CD contains k comparison circuits 
according to the number of identified typical classes of interference impact, and the encryption unit for presenting the interference 
type in binary code.

The third computing device (3CD–block 14) is designed for identifying active spoofing by checking the following conditions: 
Dk ϵ Dsp if hk ≥ hH ∩ ∆Ry>θk

.
Fulfilling these conditions means that interference impact is of the active spoofing class, if the current UAV positioning error 

in the normal NF state exceeds the acceptable threshold for the undistorted NF state. Here, the computing device generates active 
spoofing present signal Ssp.

The 3CD (block 14) contains k + K comparison circuits, where k is the number of identifiable typical classes of interference 
impact, K is the number of NF measurement channels included in calculating the current positioning coordinate (as a rule, six 
channels are used), and logical elements, producing a solution.
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The described device is designed to work as part of the UAV navigation receiver controlled by its calculator. The device acts 
as a coprocessor implementing a technology for processing navigational parameters to detect NF distortions and identify the 
interference impact.

Modern technology allows configuring the approximation coefficients computation block (ACCB–block 4), positioning error 
computation block (PECB–block 5), SEB (block 9), RAFB (block 10), confidence CCB (block 11), and TVCB (block 12) in one 
FPGA. Having the above-listed blocks in one FPGA significantly simplifies their interaction process (Wang et al. 2018), and, 
therefore, the control process performed by the calculator of the navigation receiver. Also, such solution ensures compliance with 
the weight and size limitation requirements of the navigation receiver.

Based on the simulation model block diagram (Fig. 3), the simulation model was developed in MathLab (v. 14) environment. 
Blocks 2 (CBS) and 3 (MoAP) of the block diagram are included in block 1; block 10 (RAFB) is merged with block 11 (CCB). Other 
simulation model blocks are in line with the block diagram. The developed simulation model is shown in Fig. 4a. Figure 4b shows 
the example of input data obtained from an UAV navigational receiver, where index is a number of the input package, SV C/N0 
is a signal-to-noise ratio, GPS time is navigation receiver time, coordinated universal time (UTC) is current time (δt computed 
based on GPS time and UTC parameters).

1
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Figure 4. Developed simulation model. (a) Structure of model in MatLab 
environment; (b) Example of simulation model input data.

The output parameters of the simulation model in Fig. 2a include: confidence signal Sc (field “confidence”), GNSS distortion 
signal SD (field “distortion”), interference impact class SCl (field “class”), active spoofing presence signal Ssp (field “spoofing”).

The results of comparing the above method and manual data processing are shown in Figs. 5, 6 and 7. Manual data processing 
was performed using the u-center program (v19.04).

Figure 5 shows the process of suppressing the GPS/GLONASS signal and changing the deviation of the UAV positioning. 
The Pdop value is indicated by red dots in Fig. 5. The data of the suppressed GPS/GLONASS navigation receiver was 
loaded into the simulation model. Figures 5 and 6 show the results of simulation model and determine the fact of energy 
suppression of the GPS/GLONASS signal. Without the distortion, Fig. 5, information field “distortion” has value zero. 
Further, when the receiver was subjected to short-term suppression, the simulation model detected and established 
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suppression of navigation field, value “distortion” changed to 1, the “type” field to 4, which corresponds to intentional 
signal suppression (Figs. 6 and 7). Therefore, the developed method adequately describes the fact of the navigation field 
distortion and identifies its state.

(a) (b)

Figure 5. Deviation in UAV positioning and Pdop parameters when suppressing the GPS/GLONASS signal.

RY1
RY RY RY

RY2 RY3

distorcion confidence spoofingclass

de
lta

R R
p

P
rg h

P
rg

P
or

og

de
lta

R

S
I

S
K

S
S

Figure 6. Result of processing GPS/GLONASS packets in an undistorted navigation field.
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Figure 7. Result of GPS/GLONASS signal suppression.

The full model created by MatLab is presented in Fig. 8.
The algorithm based on the developed method was integrated into the UAV controlling algorithm. In order to evaluate the 

quality of the algorithm performance, a software-hardware system of simulation modeling was used (Fig. 8).
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Figure 8. Software-hardware system of simulation modeling.

MatLab Simulink environment has created the following program models: brushless motor, propeller, atmosphere, power 
battery. The brushless motor model based on the blade elements provides data on the thrust created and the moment of resistance to 
rotation, depending on the air velocity. The brushless electric motor and propeller models are matched to the bench characteristics 
of real items. The atmosphere model simulates various environmental conditions, providing the ability to vary the atmospheric 
parameters, from flight altitude to wind exposure. The power battery parameters (voltage, capacity, internal resistance) can be 
changed by the user.

For testing, a 6-kg quadrocopter UAV was used. Atmospheric pressure 703 mmHg, air temperature 25 °Celsius, humidity 60%, 
wind speed 1 m∙s–1. Global navigation satellite systems suppression started after 2 min in cruising flight.

The program model data are entered in the flight controller through the interface converter from Universal Serial Bus to 
Recommended Standard 232 port (USB-RS232). The UAV flight controller changes the onboard sensors data to the data obtained 
from the imitation model. The GNSS signal suppression device creates interference, which distorts the navigation field or completely 
suppresses the signal. This device allows to imitate the shift of the UAV positioning coordinates through smooth change of the 
interference impact level.

Hence, the hardware and software complex allows to test the algorithms for controlling the spatial orientation and 
trajectory flight control of the UAV, the logic of the flight controller in various situations, namely: the absence and distortion 
of the NF, up to the complete failure of the satellite navigation system reception channel, taking into account the discharge of 
the power battery, in manual or automatic control mode, etc. The tests were performed under various conditions that may 
occur during the flight.

The simulation results in the form of the time dependence of the positioning errors of the UAV in the autonomous 
mode are shown in Fig. 9. The error in the position estimate was calculated as the difference between the position 
estimate performed by the PINS using inertial meters and the ideal position estimate obtained from the simulation 
model of the UAV.

Flight test show that, after distortion GPS/GLONASS signals, UAV will have better positioning accuracy (Fig. 9). 
Positioning error increased by increasing MEMS errors.

Based on the test results, it can be concluded that the algorithm of the method for identifying the fact and type of 
distortion of the navigation field functions correctly, switching to the appropriate flight modes.
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Figure 9. Positioning errors of the UAV in the autonomous mode.

CONCLUSION

The article provides a new method for processing navigation parameters allowing to detect the fact of the NF distortion and 
identify the interference effect on the NR installed onboard an UAV.

The practical implementation of the developed method in the NR allows to: evaluate the current state of the NF by the received 
coordinates of the UAV positioning with a confidence probability of 0.95; make a reliable decision on the actual presence or absence 
of the NF distortion according to the MPD criterion; identify the type of interference by assigning it to one of the typical classes, 
where the fact of the NF distortion is established; switch to navigation data received from the autonomous UAV control system 
of the PINS upon detecting the fact of active spoofing and energy suppression of GPS/GLONASS; and set the threshold values 
for the errors of the UAV positioning for the current signal–noise situation.

When changing the signal–noise environment, this method enables a short-term retraining of the NR.
The advantage of the developed method, unlike the previous ones, is the possibility of using it to improve the UAV 

control algorithm by expanding its functionality in the autonomous operation mode in the environments with natural and 
deliberate interference.
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