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Abstract: Because of their vital role and the need to protect the patient information, interest in 
information security in Healthcare Supply Chains (HSCs) is growing. This study analyzes how 
decisions related to information security practices in HSCs contribute to protecting patient 
information. Eleven semi-structured interviews were performed. The interviewees were managers 
from Brazilian HSC organizations. Four dimensions and 14 variables identified in a literature review 
were used to perform categorical content analysis. The findings suggest organizations, while aware 
of their critical information and internal processes, lack the necessary metrics to measure the 
impacts of possible failures. It seems organizations tend to invest in standard security measures, 
while apparently ignoring the specificity and complexity of information in HSCs. 

Keywords: Supply chain management; Healthcare supply chain; Information security; 
Information security investments; Healthcare supply chain information. 

Resumo: A cadeia de suprimentos de saúde da informação (HSC) está recebendo mais atenção 
por sua importância e também devido à crescente necessidade de proteger as informações dos 
pacientes. Esta pesquisa teve como objetivo analisar as práticas de segurança da informação que 
são predominantes no HSC para entender como as decisões nele contribuem para proteger as 
informações dos pacientes. Foram realizadas onze entrevistas semiestruturadas. Os entrevistados 
eram gerentes de organizações brasileiras de HSC. Quatro dimensões e 14 variáveis identificadas 
na revisão de literatura foram utilizadas para realizar a análise de conteúdo categórica. A principal 
descoberta foi que as organizações estão cientes de suas informações críticas e processos 
internos, mas não possuem as métricas necessárias para medir os impactos de possíveis falhas. 
As organizações investiram em medidas de segurança padrão, talvez, sem nenhuma preocupação 
particular com a especificidade e complexidade das informações no HSC. 
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1 Introduction 

Around the world, Information Technology (IT) is used in ever wider areas of life. 
Similarly, with business transactions, increasing numbers of individuals have access to 
information, without necessarily paying proper attention to its security. Such a lack of 
attention (Song et al., 2019) exposes organizations to information security breaches 
(Safa et al., 2016; Gordon et al., 2015). To defend themselves, organizations need to 
invest in information security, which is the protection of the organizational resources 
including information, hardware, or software (Chamikara et al., 2020; Guttman & 
Roback, 1995). 

When organizations collaborate in supply chains, it is crucial to pay close attention 
to how their co-members deal with information security because if one fails, a breach 
can affect any and all the members of the chain (Gordon et al., 2015). Supply Chain 
Management (SCM) is considered vital for the success organizations pursuing profit 
and cost effectiveness while engaging with different suppliers (Ketchen & Hult, 2007). 

There is an increased need to implement strong security measures to safeguard the 
information of organizations throughout the chain (Bojanc & Jerman-Blažič, 2008). 
However, the cost of the ideal information security protection system may impact their 
financial status. Thus, striking a balance between the costs of security measures and 
the value of information is a great challenge (Gordon & Loeb, 2002). Although it is far 
behind other industrial sectors in term of IT and SCM, this situation is no different in the 
healthcare sector (Chen et al., 2013; Hedström et al., 2011). IT has an increasingly 
important role in the field of healthcare assistance, due to the need to provide 
information in a timely manner for decision-making, as well as protect patient 
information. However, whatever of the cost of ensure information security, the cost of 
failing to protect patient information may be more expensive (Landolt et al., 2012; 
Samy et al., 2010). Healthcare professionals often require rapid access to patient 
information, and the delivery of that information may not always be in compliance with 
organizational and industry Information Security standards (Hedström et al., 2011; 
Huang et al., 2014). 

Patient care and safety controls need to be established and abide by financial 
standards established by each organization (Huang et al., 2014). The challenge is to 
measure investments in Information Security against the impact of the failure of such 
systems (Huang et al., 2014). 

Information Security is a technical discipline that aims to ensure maximum security 
levels (Bojanc et al., 2012). From among the various lines of research into Information 
Security, the present study adopts a behavioral approach to the issue (Zafar & Clark, 
2009). 

However, organizations need to consider the volume of security investments in 
order to assess whether the costs are feasible and whether they will provide the desired 
outcomes (Bojanc et al., 2012; Gordon et al., 2015). Furthermore, decision-makers 
must scrutinize how their supply chain members deal with Information Security 
(Huang et al., 2014). 

A further challenge in Information Security lies in the growing number of daily 
transactions with different HSC members. Organizations are seeking faster and better 
healthcare information, nonetheless they must also consider the prospects for 
achieving better financial results (Huang et al., 2014; Hedström et al., 2011). In this 
context, this article seeks to answer: how decision-making in HSCs contributes towards 
protecting patients and if the actions taken are financially balanced? 
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2 Theoretical background 

2.1 Information security 

Organizations of all kinds are increasingly dependent on their IT resources for their 
business activities (Gordon & Loeb, 2002). IT systems have evolved from being 
operational to becoming strategic, including in supply chains (Gupta et al., 2006). The 
speed at which transactions take place today necessitates greater security measures 
for critical information (Gordon et al., 2015). 

The primary goals of Information Security (IS) are the identification and the 
mitigation of possible security breaches in order to guarantee that, in the event of their 
occurrence, decision-makers will have enough information and knowledge to make the 
best decisions as fast as possible (Bojanc & Jerman-Blažič, 2008). While people are 
likely to fail in matters of security, it is the responsibility of IT to help users do the right 
thing, guiding them to make correct decisions from the security perspective (Kraemer 
& Carayon, 2007). 

Due to the difficulty in determining the IT investment levels necessary to prevent 
failures, some managers have started to analyze the indirect results of security 
incidents in their organizations (Huang et al., 2014). This kind of investment analysis 
takes into account the value of the information, seeking to balance the cost of protecting 
the information against the costs involved in the case of information being leaked or 
unduly manipulated due to some breach (Bojanc & Jerman-Blažič, 2008). The analysis 
is sophisticated because there are many variables to be considered, such as the 
probability of a breach or failure (Patel et al., 2008; Huang et al., 2014). 

By mapping all the critical business information for the organization, decision-
makers can elaborate plans and analyze the relationships in order to optimize 
investments in information security (Gordon & Loeb, 2002; Gordon et al., 2015). When 
the cost of protection becomes too high, the organization may take out insurance to 
retrieve any possible losses in the case of information security breaches (Bojanc & 
Jerman-Blažič, 2008). 

2.2 Supply chain management 

A Supply Chain (SC) is a network of organizations that exchange information and 
products as a part of their business processes in order to deliver goods and services 
to their customers (Christopher, 2007). Since it is complicated for a single organization 
to perform all the production steps in a SC, SCM seeks to coordinate the relationships 
between organizations, splitting the processes and attributing each organization 
responsibility for specific steps that need to be taken to achieve the business goal 
(Ballou, 2006). 

The primary objective of SCM is to ensure the efficiency of the SC to provide a 
competitive advantage to the member organizations (Christopher, 2007). To do so, the 
SCM has to plot strategies and processes that help the information and the products 
flow along the chain precisely in accordance with the needs of each organization 
(Ketchen & Hult, 2007). 

For any organization, SCM is a critical factor in obtaining competitive advantage 
over others, whether to monitor the organization or to increase its efficiency 
(Gunasekaran et al., 2004). In this context, the financial aspect may be one of the key 
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indicators since it drives most of the decisions and is also used to measure chain 
performance (Gunasekaran et al., 2004; Christopher, 2007). However, the existence of 
vulnerabilities that might jeopardize information security along the SC cannot be 
ignored. 

Research into HSCs has focused on improving their functioning and organizational 
results, preventing medical errors, ensuring better healthcare quality, and enhancing 
operational efficiency at hospitals (Lee et al., 2011; Kritchanchai et al., 2018). 

Healthcare systems are constantly under pressure to reduce costs, while at the 
same ensuring better quality, and maintaining consistent levels of patient care 
(Kazemzadeh et al., 2012). Delivering healthcare assistance becomes difficult for 
hospitals if along with medical errors and patient information security, the costs of 
providing the service are high (Lee et al., 2011). SCM can help hospitals control these 
costs and so improve their financial performance (Lee et al., 2011; Wieser, 2011). 

2.3 Information security on healthcare supply chains 

All the information that flows within an HSC is critical, for among other aspects, 
patient privacy. However, not all the employees affiliated with healthcare assistance 
organizations may fully understand that (Hedström et al., 2011; Magnagnagno, 2015). 
There is also a risk to organizational transactions, since details of agreements leaked 
on the market could damage the organizations involved, affecting their image or 
causing financial loss due to purchasing or delivery failures (Warren & Hutchinson, 
2000; Gordon et al., 2015). 

Healthcare assistance organizations have only recently started measuring the 
impacts of IS issues (Huang et al., 2014). However, when they need to choose between 
better financial results OR patient healthcare, they opt for the latter (Hedström et al., 
2011). Investments in security entail increased organizational costs which need to be 
subjected to cost/benefit analysis (Chen et al., 2013). Moreover, such investments do 
not produce revenue, their value lies in their effectiveness in preventing information 
breaches, but this is not always identified or measured (Huang et al., 2014). 

Typically, each organization seeks to apply its own information security method, 
which results in higher costs (Huang et al., 2014). However, given that the members of 
HSCs exchange information about patients, suppliers, materials, they should have 
better agreements regarding security since transferring such information poses greater 
risks than keeping it internally. Achieving a balance between ensuring sufficient security 
and the cost of providing that security is the crucial challenge (Warren & Hutchinson, 
2000). Although there is considerable research into IS, vulnerabilities, and techniques, 
there is a lack of research into the financial aspects involved (Gordon & Loeb, 2002). 

Information should not just be seen as an item that leads to increased costs, 
because its integrity is essential for all aspects of an organization’s business processes 
(Bojanc et al., 2012). When the critical information is well identified, investment 
decisions regarding its security can be made (Gordon & Loeb, 2002; Gordon et al., 
2015). 

3 Conceptual model 

Organizations have focused on interorganizational processes (i.e., integrated with 
SC members) to achieve better organizational results and enhance efficiency in several 
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vital areas (Min & Zhou, 2002; Ballou, 2006). This kind of integration means critical 
information has to flow between the interconnected organizations, and that information 
needs to be secure, not only within a single company, but throughout the chain (Gomes 
& Ribeiro, 2004; Gordon et al., 2015). Figure 1 represents a model of a typical Brazilian 
HSC, which is also the theoretical model adopted in the present study: 

 
Figure 1. Brazilian Healthcare Supply Chain. Source: Bhakoo & Chan (2011) and 

Kazemzadeh et al. (2012). 

Patient healthcare product and service providers have direct access to hospitals 
and healthcare clinics (Kazemzadeh et al., 2012). They provide all the products and 
medicines necessary for healthcare organizations to provide assistance to patients 
(Bhakoo & Chan, 2011). In Brazil, numerous organizations offer health insurance to 
cover their customers’ healthcare costs. (Magnagnagno, 2015). 

Given the HSC structure presented in Figure 1, it is important to understand the 
Information Security initiatives applied both within the member organizations and 
throughout the HSC. Based on that, the conceptual model presented in Figure 2 was 
created. 

 
Figure 2. Conceptual Model. Source: The authors. 

Assuming HSC are behind SCs in other industrial sectors (Chen et al., 2013; 
Hedström et al., 2011), this article uses the conceptual model to explore the 
Information-Security-related activities of SC organizations using HSC to validate 
propositions. SCs seek to manage processes among their member organizations in an 
integrated fashion order to yield better results in terms of their operations, products, 
services, and information (Ballou, 2006; Gunasekaran & Ngai, 2004). 
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In turn, Ayers (2006) addresses the sharing of information, with the function of 
generating a flow of knowledge to satisfy the requirements of the end user. For this, it 
is necessary to take into account the possibility and the great need for a relationship 
between all companies from different sectors that will participate in the process 
(Cooper et al., 1997). 

On the other hand, organizations face a very big challenge to promote security 
standards, policies and procedures effectively (Boss et al., 2009). Due to the great 
complexity of security, to stay safe, it is necessary to pay attention to the configuration 
of all levels of users and also to the systems (Marciano, 2006). 

Given that, the first proposition is: (P1) Information Security among 
organizations in HSCs is integrated and collaborative. 

Effective decision-making is based on information, and systems are necessary to 
handle all the information needed. Therefore, it is crucial the information is accurate 
and secure (Bragança, 2010; Bojanc & Jerman-Blažič, 2008; Warren & Hutchinson 
2000; Gordon et al., 2015). In HSCs, huge volumes of patient, treatment and supplier 
information flows along the chain (Ballou, 2006). Hence, the second proposition is: (P2) 
Organizations are aware of the need to protect their critical information and, that 
the HSC is a vital part of that. 

Organizations use performance metrics to help them achieve better organizational 
results, while, at the same time, they also have to protect their information 
(Gunasekaran & Ngai, 2004). Organizations need to consider the possibility of IS 
breaches and their impact on financial results (Bojanc & Jerman-Blažič, 2008; Gordon 
& Loeb, 2002). Hence, the third proposition is: (P3) Organizations have metrics to 
assess the impact of information security breaches. 

Besides strategic and financial information, HSCs deal with sensitive patient data 
that has to be both secure and constantly available to the professionals directly 
delivering medical assistance (Ballou, 2006; Bragança, 2010). Each organization’s 
critical information needs to be identified to ensure suitable protective measures can 
be taken (Bojanc & Jerman-Blažič 2008; Huang et al., 2014). Therefore, the fourth 
proposition is: (P4) Specific investments are made to properly protect both the 
organization’s and HSC’s critical information. 

4 Methodology 

This qualitative study is intended to reveal the interviewees’ views regarding IS-
related SCM initiatives. It does not offer well-defined pre-concepts, but rather makes 
four non-precise propositions (Gibbs, 2009; Sampieri et al., 2013) that hopefully will be 
answered in the course of the interviews and the subsequent interpretation by the 
researcher (Gibbs, 2009; Sampieri et al., 2013). 

The units of analysis are the professionals themselves and their particular view of 
the organization, considering the environment in which they work and the external 
relations with other organizations. 

4.1 Research instrument 

At the core of the research instrument are four dimensions and a set of variables 
that were created based on the conceptual model and the theoretical background. 
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Table 1, below shows the dimensions and their related goals, the variables, and the 
pertinent literature. 

Table 1. Dimension Matrix. 

Dimensions and goals Variables Sources 

SC processes for 
better information flow 

a) Internal information flow; 

SCC (2010), Min & Zhou (2002), 
Gunasekaran et al. (2001), 
Croom et al. (2000), Christopher 
(2007), Chen et al. (2013), Ballou 
(2006) 

b) Information flow among 
members; 

Identification of the 
organization’s role and 
the information that 
flows within the chain 

c) Role of the organization 
within the SC; 
d) Definition of members 
and relations. 

Information to be 
secured 

a) What is the critical 
information that needs to be 
secured; 

Warren & Hutchinson (2000), 
Guttman & Roback (1995), 
Gunasekaran et al. (2004), 
Gordon et al. (2010), Gomes & 
Ribeiro (2004), Gaunt (2000), 
Chen et al. (2013), Bojanc & 
Jerman-Blažič (2008) 

Analysis of how the 
organizations in the SC 
transition critical 
information 

b) How information is 
accessed; 
c) How information is 
exchanged among 
members. 

Threats and mitigating 
actions 

a) Recognition of threats 
and their impacts Warren & Hutchinson (2000), 

Ten et al. (2008), Patel et al. 
(2008), Gordon et al. (2015), 
Gaunt (2000), CERT (2015), 
Bojanc & Jerman-Blažič (2008), 
Bojanc et al. (2012), Safa et al. 
(2016), Huang et al. (2014) 

b) Mitigation actions on 
Information Systems; 

Identification of how 
organizations 
understand the threats, 
and their actions to 
mitigate them 

c) Mitigation actions on 
employees; 

d) Information monitoring. 

Information Security 
investments 

a) To evaluate the impact of 
threats; Warren & Hutchinson (2000), 

Ten et al. (2008), Huang et al. 
(2014), Gupta et al. (2006), 
Gordon & Loeb (2002), 
Bojanc et al. (2012) 

Analysis of how 
organizations define 
their Information 
Security budget. 

b) Specific Information 
Security budget; 
c) Investment impact on the 
organization and SC 
financial performance. 

Source: The authors. 

The instrument was validated in a process involving two respondents, one from the 
academic field, with a background both in Information Systems and healthcare, and the 
other was an IT manager from a hospital. 

4.2 Data collection 

This study sought to analyze the answers provided by professionals from the 
organizations in HSCs. The selected interviewees were from general management 
areas in their respective organizations, namely laboratories, hospitals, clinics, and 
healthcare insurance providers, operating within HSCs. 

The study focuses on the interviewees and their knowledge about Information 
Security and the HSCs to which their organizations belong with the aim of identifying 
the relevant IS practices and SC processes (Flick & Netz, 2004). 
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All the included organizations were members of HSCs operating in two different 
cities in the Southern States of Brazil. Among the 11 specialists from 10 different 
organizations that agreed to be interviewed, 3 were from IT departments, and 8 from 
management. All the interviews were held and recorded between October and 
November 2015, and later transcribed and analyzed. 

4.3 Data analysis 
The content analysis was conducted according to Bardin, Bardin et al. (1979), using 

the following three steps: (i) pre-analysis; (ii) exploration of material; (iii) result 
processing, inference, and interpretation. 

The first step, (i), involved transcribing the interviews. The second step, (ii), involved the 
use of NVivo software to obtain a better view of the data and to group answers. The third 
step, (iii), required the researcher to interpret the data. This last stage consisted of 
categorical analysis, initially openly coding the data to identify prior categories based on the 
transcripts. After which, axial analysis was performed to group the comments according to 
similarity. Finally, careful analysis was carried out to identify the final categories, which also 
made it possible to establish their frequencies (Sampieri et al., 2013). The data from each 
interviewee were then compared with that obtained from the other interviewees as well as 
with the literature in order to validate the answers (Flick & Netz, 2004). 

5 Results 

5.1 Characterization of the respondents 
A total of 11 professionals from the HSCs were interviewed. Their characterizations 

presented in Table 2. 

Table 2. Characterization of respondents.  

Code Organization Age Formation Role No. of 
Employees 

I1 Laboratory A 62 Medicine CEO – Owner Up to 100 
I2 Laboratory B 45 Pharmacy CEO 101 to 500 
I3 Clinic 30 IT IT Manager Up to 100 

I4 Hospital A 37 Hospital 
Administration 

Administrative 
Manager Up to 100 

I5 Hospital A 39 IT IT Manager Up to 100 

I6 Hospital B 50 Hospital 
Administration Manager - Owner 101 to 500 

I7 Hospital C 37 Administration Manager 501 to 1000 
I8 Hospital D 43 Administration Executive Director 501 to 1000 
I9 Hospital E 22 IT System Administrator 101 to 500 

I10 Hospital F 40 Hospital 
Administration 

Board Technical 
Consultant More than 2000 

I11 Healthcare 
Insurance 47 Hospital 

Administration Operations Manager 101 to 500 

Source: Collected Data (2016). 
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5.2 Proposition analysis 

5.2.1 Proposition 1 – Information security among organizations in HSCs is 
integrated and collaborative 

This proposition suggests that the organizations act in an integrated manner in 
seeking to achieve better organizational results. Nevertheless, the interviewees 
suggested this was not the usually case, for example I2 said: “We have many 
opportunities, but we live on different islands. We should be on the same land…that is 
what I stand for. The closer we get, the better the SC performance will be…” 

On the same subject, I11 suggested SC members cheat on each other, and on 
hospitals, and laboratories, performing more exams than necessary. So, he pays less 
for each service to compensate. He said, “I cannot pay more for their services, because 
they do more than necessary, and they do more because they think I am not paying 
enough. So, everyone loses”. 

The proposition that all the organizations seek better organizational results is 
confirmed. However, they do it individually, with low levels of integration and 
collaboration, even among organizations in the same HSC. They maintain a 
relationship focusing exclusively on the supply of services and the materials they need 
to perform their activities. 

5.2.2 Proposition 2 – Organizations are aware of the need to protect their 
critical information and, that the HSC is a vital part of that 

The interviewees agreed that the security of patient information was critical 
throughout the HSC. The importance of the commercial contracts between the 
members was also noted. 

Interviewee I8 referred to the critical nature of patient information: “…Medical 
records, for sure, are the critical, and are even protected by law…” However, he also 
mentioned the commercial information in the following statement: “…Price is critical; if 
my competitors discover the amounts I pay, they can force my supplier to accept the 
same or change mine…” Interviewee I7 agreed upon this opinion, but not with I10, who 
claimed there is no confidentiality request between his hospital and its suppliers. 

Organizations need to be aware of their critical information for them to work 
effectively and to achieve any competitive advantage in the market (Bojanc & Jerman-
Blažič, 2008). Once the critical information is identified, they can focus their efforts to 
protect it (Bojanc et al., 2012). Patient information is the most critical, not only because 
of the legal implications involved but also due to the possible indirect negative impact 
on the organization (Hedström et al., 2011; Huang et al., 2014). Proposition 2 was 
confirmed. The organizations indeed know which information is critical for them and for 
the HSC to which they belong. 

5.2.3 Proposition 3 – Organizations have metrics to assess the impact of 
information security breaches 

This proposition suggests the organizations always have metrics to measure the 
impacts they, as well as the HSC they belong to, would face when confronted by 
information security breaches. 
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Interviewee I3 said that the whole chain faces many security issues. “…Today, 
banks have advanced security systems and even so, they suffer attacks…the 
healthcare area does not invest as much as them...” When asked why that is the case, 
he suggested, “…Maybe due to misinformation about what could happen. Maybe 
studies could show them how vital this information is.” 

I3 elaborated on the answers found in most of the interviews, which showed they 
were aware of the possible impacts of an information breach. Nevertheless, neither I3 
nor the other interviewees had any real data to support their assumptions and had little 
idea of the damage that would be caused to the organization or the HSC. That was the 
main reason most of them felt the most significant impact would be on the 
organizational image, but they were unable to translate that feeling into real numbers. 
However, the categorical analysis shows that “immeasurable damage” was the most 
frequent term used. 

The interviewees are aware of the impacts an information security breach would 
have on their organizations. However, they have no idea of the possible magnitude, 
thus, they cannot make suitable plans to mitigate such an event. The third proposition 
was not confirmed. 

5.2.4 Proposition 4 – Specific investments are made to properly protect both 
the organization’s and HSC’s critical information 

The last proposition was intended to cross-check the previous ones in terms of 
Information Security investments. It suggests the organizations invest in security 
actions according to the information they need to protect. 

Proposition 1 was partially confirmed due to the low level of integration between the 
organizations. Proposition 2 was confirmed; the organizations know what information 
is critical for them and for the HSC. Proposition 3 was not confirmed since the 
organizations had no metrics to measure the impact of any information security breach. 
Consequently, proposition 4 shows the organizations invest in information security, but 
they do so on an individual basis rather than in a coordinated manner with the whole 
HSC, nor do they consider the criticality of the information itself. 

Every organization should invest in IS according to the value of the information that 
they want to protect (Bojanc & Jerman-Blažič, 2008). In HSCs, there is critical 
information that is protected by law (according to I8). Nevertheless, there is no 
assessment of the costs that would be incurred in the case such information is 
compromised. Hospital managers need to be aware of the kind of information they are 
dealing with in order to make plans to prevent breaches of IS and mitigate their impacts 
in the case they occur, while ensuring the costs of any IS system designed to do so 
does not exceed the value of the information it is intended to protect (Huang et al., 
2014). 

Interviewee I10 commented that the hospital always takes action reactively. After a 
breach occurs, they attempt to identify the best means of preventing it from reoccurring 
and mitigating its impact. Interviewee I9 says they do the same, but he adds that if they 
conducted prior risk analysis they might be able to prevent breaches and, thereby, 
avoid financial losses. 

Compared to SCs in other sectors, such as manufacturing, there is much to be studied 
regarding HSCs (Chen et al., 2013). However, that does not mean IS in HSCs also has 
to lag behind, because healthcare involves highly personal information. Depending on 



Information security in healthcare supply chains... 

Gestão & Produção, 27(4), e5376, 2020 11/18 

the seriousness of the breach, it could mean the end of a healthcare assistance 
organization (Hedström et al., 2011; Landolt et al., 2012; Huang et al., 2014). 

5.3 Analysis of the dimensions and variables 

All the variables identified in the literature review are analyzed in the transcript data. 
Below, Table 3 shows the results of the analysis of the dimensions and variables. 

Table 3. Variables Analysis. 

Dimension Variable Results 

SC 
processes 
for better 

information 
flow 

Internal information flow Main categories identified refer purchasing and 
product tracking 

Information flow 
between members 

The results point to a low level of integration 
between members 

Role of the organization 
within the SC 

With a low level of integration, the organization 
focuses on internal processes 

Member’s definition They know their co-members. The diagram can 
be seen in Figure 2 

Information 
to be 

protected 

Critical information to be 
secured 

Medical records and patient data are the most 
critical information in the HSC 

Information access Individual access is limited accordingly to the 
user’s role 

How information is 
exchanged among 
members 

The main category was E-mail/Website, but the 
clinic and the hospital also had identified systems 

Threats and 
mitigation 

actions 

Recognizing the threats 
and their impacts 

The main threats include information leak, 
information unavailability, and internal threats. 
However, there is no analysis of the impacts 

Mitigation actions in 
information systems 

The main categories identified concern the use of 
purchased systems, which are considered safer 

than the in-house systems, and the use of 
backups 

Mitigation actions on 
employees 

Organizations have codes of conduct and 
contractual obligations, but they are not 

periodically reviewed 

Information monitoring The interviewees said that they know it exists, but 
only a few were able to specify 

Information 
Security 

investments 

To assess the impact of 
threats 

Organizations have no formal IS breach impact 
analysis procedures. 

Specific Information 
Security budget 

There is no specific IS investment, only those 
recommended by IT 

Impact of investment on 
the organization, and 
the financial 
performance of the SC 

There is no analysis to validate the amount spent 
on Information Security and its impact on the 

organizational performance 

Source: The authors. 

The variable ‘member’s definition’ considers the organization’s suppliers and clients within 
the HSC. Figure 3 presents the SC diagram according to the responses of the interviewees. 
Each arrow shows interviewee (e.g. E2/I2) whose comments support the connection. 
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Figure 3. Healthcare Supply Chain Identified in the Study. Source: Research Data (2016). 

With one exception, all the interviewees agree and have similar views regarding the 
HSCs. They understand their own and their co-members’ roles. The only disagreement 
was with respect to the physicians. Some interviewees consider themselves as clients, 
others as service providers. According to I8, this may occur because they work inside 
organizations, which camouflages their real role within the HSC. So, the question 
arises: Are they employees, service providers, or clients? 

5.4 Discussion 

The main research question asked whether the organizations within HSCs identified 
their critical information and whether they had the necessary processes in place to 
adequately protect that information, while considering the value of the information and 
the cost of protecting it. Based on the interviews, it can be concluded the healthcare 
organizations are aware of their critical information, but there is neither any standard 
process in place nor any analysis being done in order to properly protect the information. 
Table 4 provides a summary of the results for each dimension as previously defined. 

Table 4. Summary per Dimension. 

Dimension Results 

SC processes for 
better information flow 

The individual organizations have defined internal processes, but 
not for the whole HSC. The level of the relations and level of 
integration and shared activities are even lower. 

Information to be 
protected 

The information related to patients is the most critical in the HSC, 
and the organization performs mitigation actions to protect it. 

Threats and mitigation 
actions 

The main threats identified include information leaks, information 
unavailability, and internal breaches. However, organizations keep 
their systems up to date; they have codes of conduct, but these 
are not regularly reviewed and emphasized to the employees. 

Information Security 
investments 

There is no analysis regarding the impact of possible information 
breaches and no specific investment to safeguard against them. 
They only carry out the standard processes suggested by IT their 
departments without conducting risk or cost/benefit assessments 
considering the losses that would be incurred in the case of 
information security breaches. 

Source: The authors. 

Overall, the primary information in HSCs is patient-related. All the interviewees 
imagined the impact on their respective organizations in the case of a security breach 
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would be significant. Nevertheless, no risk analysis had been conducted in terms of the 
organizations or the HSCs. Although at a low level of integration, some information is 
shared among member organizations, nevertheless there is no analysis is made to 
measure it. Figure 4 presents the author’s perspective on the levels of IS between the 
connections in the HSC. 

• High Level in terms of Information Security Practices (HL ISP): There are some 
security protocols, integration systems, and low levels of information shared 
by unsecured channels; 

• Medium Level in terms of Information Security Practices (ML ISP): There is 
some integration through systems, but high information is shared by insecure 
channels, such as emails and printed documents; 

• Low Level in terms of Information Security Practices (LL ISP): Information is 
shared mainly through unsecured channels. 

 
Figure 4. Identified Levels on SI Practices in Healthcare SCs. Source: The authors. 

According to the data collected, HSCs do not seem relevant to the results pursued 
by the organizations. They recognize the need for members, but they do not have close 
relationships and do not help each other achieve better performance for all the co-
members. They have weak ties and little trust in each other, sometimes even hiding 
information, being afraid their co-members might take advantage of them rather than 
work together to achieve better results. 

The study revealed the interviewees’ concerns about information privacy, mainly 
regarding the medical teams that needs to access the patient information. Reports of 
the low level of concern for patient privacy by medical teams are not new. Related to 
information privacy, Luciano et al. (2011) suggest the most worrying aspects involve 
the wide range of the professionals/people that have access to patient information and 
what they are can and cannot do with it. This concern is expressed by I9 who says the 
doctors are resistant to having exclusive access to patient data. They want the medical 
team members to have access to patient information, but not all such members need 
to have access to all the information. 

Regarding investments in information security, it was found the organizations do not 
consider the value of the information when deciding how much they will spend on 
protecting it, nor do they consider the impact on the/organization in the case of 
information security breaches. The organizations purchase information security 
products available on the market, without focusing on the nature of their critical 
information, despite the possible consequences they would face in case of information 
security breaches. 
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6 Final remarks 

Healthcare managers are increasingly concerned with the financial health of the 
medical institution to maintain their level of assistance and increase their capacity to 
attend patients (Lee et al., 2011). This study has analyzed the critical information in 
HSCs together with the practices related to IS investments made to protect that 
information in the HSC and the perception of the impact of those investments on the 
organizational performance of the organizations and the HSCs. 

The findings help explain the four research propositions, and, to some extent, are 
in line with those reported in previous studies. Among the findings, is that the internal 
hospital supply chains are defined and coordinated than the external supply chains. 
The hospitals have several security practices in place, such as individual access to 
systems, access profile levels, as well as contractual obligations and employee conduct 
guidelines. They also have backup procedures in place, and some even have 
redundancy systems. In addition, hospitals have transparent procurement processes 
for their materials and medicines. Rigorous tracking systems for all the products are 
necessary to increase the quality and the security of their use. 

This study’s primary objective was to analyze IS practices in relation to protecting 
critical information within HSCs. The findings suggest the adopted information security 
practices are not based on the critical information in each organization and much less 
so on the relations with other organizations in the HSC. The organizations tend to make 
global IT investments that can, consequently, impact information security. Despite their 
importance, they are not based on risk and cost/benefit assessments regarding the 
value of the information or the impact in the case of information security breaches. That 
also implies unknown factors related to the impact of the investments on the 
organizational financial performance and, consequently, on the financial performance 
of the HSCs. 

Despite which, the levels of integration and collaboration among the members are 
very low, thus limiting their capacity to achieve the kind of efficiency levels and results 
expected of a successful SC. They are concerned about information security but do not 
analyze the issues that may arise in the case of breaches. Consequently, they do not 
have the correct information to make better decisions to safeguard their information. 

How the members of HSCs and their co-members deal with information is mapped 
in Table 3 and summarized in Table 4. This includes the SC processes and critical 
information mapping, which is consistent regarding patient data, threats and mitigation 
mapping and their strategies for IS investments. 

This study also contributes by examining how investments in Information Security 
impact the organizational performance of the organizations and the HSCs. While some 
studies in this area have looked at healthcare organization security, their focus is on 
patient privacy, as in Bragança (2010) and Magnagnagno et al. (2015). They analyze 
the organization alone and do not consider the financial aspects of security 
investments. 

In Brazil, there is a considerable amount of research into the healthcare area. The 
findings of present study suggest insufficient attention has been given to SCM, 
particularly in terms of risk and cost/benefit assessments regarding investments in 
information security and the impacts of information security beaches. Consequently, 
there is no security investment analysis regarding the critical information they handle 
every day. These findings should be taken into account by HSC and/or SC Information 
Security managers when analyzing the possible impacts related to information 
breaches and planning future investments designed to protect the organization and the 
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HSC of which they are a part. This study has two main limitations, namely the number 
of interviewees and the low level of integration among the organizations in the HSCs. 
Some suggestions for future research based on the results are: 

• Applying the research instrument in other regions; 
• Conducting quantitative research in order to get a higher number of responses. 

So, the data can be analyzed statically in order to be able to generalize the 
results; 

• Creating a governance-integrated model for Information Security in HSCs; 
• Developing a base model for Information Security for organizations within 

HSCs, with possible impacts and losses, so organizations could prioritize their 
investments. 

This study has analyzed the prevalent practices intended to protect critical 
information in HSCs. The lack of coordination of information security practices among 
the organizations in the HSCs is something that should be revised. 
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